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CYBERSECURITY ALERT
FAKE ELEARMING SITES

Internet hackers are currently taking advantage of the suspension of schools due to the
Corona Virus (Covid-19) by promoting some fake educational sites. They share malicious
electronic links via social networks in order to penetrate digital devices. Therefore, Oman
CERT advises students and parents to:

® Avoid disclosing passwords or personal data on browsed websites.

® Confirm the identity of your online resources (ministry\school\teachers) before you
friend \follow them online.

e Do Not download any materials that you may receive via shared direct online resources.

® \When needed, Use alternative account (different username - password) to log into different
websites, to avoid stealing your official account.

e Quickly ask for help from the teacher or a family member when you are being harassed or
cyberbullied.
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