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1. What is PKI token?

PKI token are hardware device that store digital certificates and private keys securely.
When you need to encrypt, decrypt or sign something, the token does this internally in a
secure chip meaning the keys are never at risk of being stolen.

2. What are type of Certificates Token Contain?

- Authentication Certificate
- Encryption Certificate

- Digital Signature Certificate

3. Who can request for PKI Token?

The corporate token is intended to be generated for corporate use. Government and private
sector’s employees are eligible to get token.

4. How to request for PKI Token?

- Send official Email for Technical team on pki@mtc.gov.om
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- Specify your requirements on Email, and objectives of your request

- Technical team will study your requirement and will be in follow up with you.

5. Digital Signature using PKI Token

5.1 PDF Signing

- Procedures are based on the 2017.012 versions of Adobe Reader DC. While previous versions
are similar, the procedures are not identical. For instructions involving older product versions,
see the Adobe documentation.

- Before start signature, some configurations needed, please follow below:

1. Ensure to include Signature Revocation Status. Go to Edit option=>Preferences—>Choose
signature option—>from Creation and Appearance section, press more—> Mark include Signature
Revocation Status option
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o Creation and Appearance Preferences X
Categories:
Digital Signatures Creation

Commenting ] )

Documents tisation G Appearance Default Signing Method: | Adobe Default Security v ‘

Full Screen 5 5 3 = =

G | » Control options for signature creatio _ r —]

i + Set the appearance of signatures witl Default Signing Format: | PKCS#7 - Detached v ‘
Page Display
. When Signing:

3D & Multimedia Verification

Accessibility X [ Show reasons

Adobe Online Services + Control how and when signatures ar [ Show location and contact information

Email Accounts [ Include signature's revocation status

Forms ) . .

Identity Identities & Trusted Certificates [[]View documents in Preview Mode

Internet . . eEne

JavaScript + Create and manage identities for sig Enable Review of Document Warnings: ‘ When certifying a document v ‘
b v » Manage credentials used to trust do

ME:SU':‘IQ @) Prevent Signing Until Warnings Are Reviewed: [ Never v )
Measurinig (30) Document Timestamping Use modern user interface for signing and Digital ID configuration
Measuring (Geo)

Multimedia (legacy) » Configure ti p server setting:

Multimedia Trust (legacy) Appearances

Reading

Reviewing Maisa-1

Search m

Security Created 2016.05.24 12:06:45 +04'00'

Security (Enhanced) Created 2016.07.13 09:42:51 +04'00'

Signatures Created 2016.07.13 09:43:23 +04'00'

*Hint: This is for first time only.

1. InEdit>Preferences = Security (Enhanced), check Automatically trust sites Win OS security zones
box
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Preferences

Categories: Sandbox Protections

Commenting [ Enable Protected Mode at startup [JRun in AppContainer (Beta) [[] Create Protected Mode log file View log
Documents
Full Screen Protected View (@) Off
Genera! O Files from potentially unsafe locations
Page Display
O Allfiles
3D & Multimedia
Accessibility Enhanced Security
Adobe Online Services
Email Accounts

Forms
Identity Privileged Locations

[ Enable Enhanced Security [ Cross domain log file View

Internet If your workflows are negatively impacted by security settings, use Privileged Locations to
JavaScript selectively trust files, folders, and hosts to bypass those security setting restrictions.
Language Privileged Locations allows you to work securely while granting trust to items in your

Measuring (2D) workflow.

Measuring (3D) [[J Automatically trust documents with valid certification
Measuring (Geo)

Multimedia (legacy) [A Automatically trust sites from my Win OS security zones View Windows Trusted Sites
Multimedia Trust (legacy) e
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager

Units

Addfile | | AddFolderPath | | AddHost Remove

*Hint: This is for first time only.
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v' Open PDF File.

v" Select Tools, then choose Certificates as shown below.

|

Home Tools Document 0]

Q bewent

R B B 2 k>

Export POF Create PDF Edit POF Comment Fill & Sign Send for Signature Send & Trad

™ @ 4 = 0

Stamp Certificates Measure Organize Pages Enhance Scans Protect Combine File

—0—-

File Edit View Window Help

Home Tools Doument [0 @ f X Q © 115 O Y
. Certificates %D{gitaﬂySign [%T\'meSiamp Validate Al Signatures

v’ After pressing Digital Sign, then you have to draw label for signature.

*Hint: place/location of Signature depended to you, where you want to Sign
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V" The following box will appear, you have to choose (DESIGN), and Click on Sign.

Sign Document

Sign As: [Maisa Zahran Mohammed AL-Hinaai - DES ~ |
maisa (maisa) 2020.11.26
Issued by: Cor Maisa Zahran Mohammed AL-Hinaai - DEENCR (Cc¢

Maisa Zahran Mohammed AL-Hinaai - DESIGN (Co
REfreshIDIERE ——

A New ID ...

PP L]

s Digitally signed by Maisa
Maisa Zahran Zahran Mohammed AL-
Mohammed AL- Hinaai - DESIGN

- - Date: 2016.01.26
Hinaai - DESIGN (3.057 10400
[ |

[] Lock Document After Signing I

Click Review to see if document co! nt
may affect signing
v |
Help [ sien ][ canca |

v" Save your Document, and then enter your PIN
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Windows Security

Microsoft Smart Card Provid
Please enter your authentication PIN.

> —=g| PIN
s
Click here for more information
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v Finally, your Document is ready with Digital Signing
Home Tools Document (13 B E Q @
Certificates ~ Q’g Digitally Sigf
Maisa Digitally signed
Zahran by Maisa Zahran
Mohammed AL-
Mohammed ;o pesian
AL-Hinaai - Date:2016.01.26
DESIGN 12:43:49 +04'00'
>
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5.2 Email Signing
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v' Goto file menu—>press Trust Center—>click on press center setting=> from menu choose Email
Security—>Default Setting—> click on settings...

General

Mail

Calendar

People

Tasks

Search

Language
Advanced
Customize Ribbon
Quick Access Toolbar
Add-ins

Trust Center

Trust Center

Trusted Publishers

% Privacy Options ‘

e ‘
Attachment Handling
Automatic Download
Macro Settings

Programmatic Access

Encrypted e-mail
% Encrypt contents and attachments for outgoing messages
Add digital signature to outgoing messages
[v] Send clear text signed message when sending signed messages

[ ] Request S/MIME receipt for all S/MIME signed messages

Default Setting: tt.)‘ken1 v| | Settings... ‘
Digital IDs (Certificates)
@ Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
: Publish to GAL... ‘ Import/Export... [ | Get a Digital ID...

Read as Plain Text

Read all ctandard maail in nlain tevt

v Ensure to include signing certificate. On Certificates and algorithms section=>Go to Signing
Certificate>Press Choose—> Token Certificates will be appeared, choose (DESIGN).
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Privacy Options B
q_ |_| Encrypt contents and attachments for cutgoing messages

LR [ Add digital signature to outgoing messages

A h H I g :

ttachment Handling Change Security Settings X
Automatic Download
Security Setting Preferences

Macro Settings Security Settings Name:
Programmatic Access Digital | token1 ¥
Cryptography Format:  S/MIME
3z Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages
ey | Security labels... | | New | | Delete

| Re Certificates and Algorithms

Signing Certificate: |Maisa Zahran Mohammed ALHlnaé I Choose... I
. Hash Algorithm: | SHA1 v
Script il = -
__| Encryption Certificate: |Maisa Zahran Mohammed ALHina} Choose...
| Al o ‘
- Al Encryption Algorithm: ‘AES (256-bit) 7

EI Send these certificates with signed messages

Oy [IScancel

*Hint: This is for first time only.

v' Go to new email, on option press Sign

Message Insert Options Format Text Review Q Tell me what you want to do...

Elcolors~ 40 | s | a=e et E— ) ) Rl & ®
) a1 e Encrypt Jfx] L Requesta Delivery Receipt v b“ Y
Tbh Faness F. A &Bl:‘- ::] U V' Save Sent Del Di ﬁ
emes ‘age cc rom S se Voting [ | Request a Read Receipt ve Sent Delay ire
v Effects~ olor g 2 Buttons ~ i ; Item To ~ Delivery Replies To
Themes Show Fields Permission Tracking M More Options ]
‘ [ | afpp— (W SN ¥ T [y T v

v" Add recipients of Email

v" Press send, and system will ask user for Token PIN code
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To... |
Send 'l Windows Security >

Cc... l

il

Smart Card

Subject R R
Please enter your authentication PIN. —

PIN

[ Ping

Click here for more information

v" Your email will be signed , and will appear as below

Signed By Maisa.alhinaai@ita.gov.om

20

6. Digital Signature Validation in Adobe

Some of the Root CA's are included by default in Windows Certificate Store (Trusted Root
Certification Authorities) and only a few are included in Adobe Trusted Identities.

Because the Oman Root CA of the signing certificate is not included on Adobe Trusted Identities, the
Signature is considered “not trusted” (but NOT invalid) as below
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IE Signatures

\d
. : At Sultarate of Oman
- Validate Al oy Information Technology Authority
=% Rev.1: Signed by Maisa Zahran Mohammed ALHinaai - DESIGN <Maisa.alhinaai@ita.gov.om>
£l Signature validity is unknown:

Document has not been modified since this signature was applied

Signer's identity is unknown because it has not been included in your list of trusted identities and none of its par|

Signature Details

Last Chec[SIG!

Field: Sign

Click to vi ]é’—l'j Signature validity is UNKNOWN.
)

| summary | Document | Signer | Date/Time | Legal |

L‘j The signer's identity is unknown because it has not been induded in your list of trusted identities
and none of its parent certificates are trusted identities.

Signed by: IMaisa Zahran Mohammed ALHinaai - DESIGN <Maisa.alhinaai@ita | Show Certificate...

5 Click Show Certificate for more information about the signer's certificate and its validity details, or
to change the trust settings for the certificate or an issuer certificate.

Validity Details
L‘j The signer's certificate has not been issued by a certificate authority that you have trusted.
l@ The path from the signer's certificate to an issuer's certificate was successfully built.

‘;f,j Revocation checking was not performed.

Signer's Contact Information: INot available

1, When you directly trust a signer's certificate that is not issued by a root certificate authority that

~ you trust, you should contact the signer to verify the certificate. Once you are confident that the
signer is who he/she reports to be, then verify that the certificate is from the signer. For example,
you can confirm the certificate's MD5 digest with the signer. (Use the Certificate Viewer to view
the MD5 digest, and to import and directly trust the certificate.)

[ Validate Signature ] [ Close

To manually add Oman Root CA Certificate on the Adobe Trusted Identities, open the signature
properties and Signature is not trusted:
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- Click Show Certificate and select Trust tab.

- Be sure that you have selected the topmost Root Certificate.

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Show all certification paths found

= OMANROOT CA -1 Summary Details Revocation Trust  Policies Legal Notice

= Government CA -1

= Corporate CA -1 This certificate is not trusted.
Asma Hamed

Trust Settings
Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

X X X X X

Perform privileged system operations (networking, printing,
file access, etc.)

‘ Add to Trusted Certificates...

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2017/11/27 09:27:29 +04'00"
Validation Model: Shell
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- Press Add to Trusted Identities tab and be sure you have checked all checkboxes, as below.

Import Contact Settings X

¢ Certificate Details
Subject: OMAN ROOT CA -1
Issuer  OMAN ROOT CA -1

Usage: Sign Certificate (CA), Sign CRL

Expiration:  6/12/2033 12:00:00 AM

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revecation
checking is not perfermed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents
Dynamic content
Embedded high privilege JavaScript

Z{::v)lleged system operations (networking, printing, file access,

Help | OK | | Cancel
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- After all dialog boxes are closed and the document is re-opened, the signature is considered Valid.

Certificate Viewer X
This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[[]Show all certification paths found

= OMANROOT CA-1 Summary Details Revocation Trust  Policies Legal Notice

= Government CA -1

&= Corporate CA- 1 This certificate is directly trusted in your trusted certificates list.
Asma Hamed
Trust Settings
This certificate is set as a trust anchor, the result being that this
certificate and all certificates issued beneath this certificate are
trusted to:

& Sign documents or data
«  Certify documents

o/ Execute dynamic content that is embedded in a certified
document

7  Execute high privilege JavaScripts that are embedded in a
certified document

</  Perform privileged system operations (networking, printing,
file access, etc.)

Revocation checking is not performed for this certificate because
it is directly trusted as a trust anchor.

Add to Trusted Certificates...

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2017/11/27 09:27:29 +04'00'
Validation Model: Shell
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- The Root Certificate is now Trusted and all signatures generated with this Root Certificate will be
also Trusted.
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Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[[]Show all certification paths found

= OMANROOT CA-1 Summary Details Revocation Trust  Policies Legal Notice

= Government CA -1

(= Corporate CA-1 This certificate is directly trusted in your trusted certificates list.

Asma Hamed
Trust Settings

This certificate is set as a trust anchor, the result being that this
certificate and all certificates issued beneath this certificate are
trusted to:

<«  Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

L & L9

Perform privileged system operations (networking, printing,
file access, etc.)

Revocation checking is not performed for this certificate because
it is directly trusted as a trust anchor.

Add to Trusted Certificates...

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2017/11/27 09:27:29 +04'00"
Validation Model: Shell
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7. Token Cases and how to resolve issue through self care portal

Case 1: if you lost your PKI Token and you couldn’t find it, or Token has been
stolen (If you think you will not find/get the token back or you don’t want to use
the token anymore, then you need to revoke it to deny any online use of the
token, then you can request for a new token later -if needed- following the
request process.)

v" Open selfcare portal (https://selfcare.pki.ita.gov.om/)

v" Choose the option, (Card is lost or Stolen) as below

Ciloglaall dyiai atum

Olac dibhlu

Information Technology Authority
Sultanate of Oman

eoman

Other options may be available after inserting card, depending on card type.

A Resolve Card Problems

- Card is Lost or Stolen

- Card is Forgotten
- Card is Back

v" System will ask you to enter your civil ID number as below
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Register Self-Revocation Request

‘) Back to main screen

Please fill at least one of the following fields to identify the card you wish to revoke.
Only cards belonging to a profile in which self-revocation is activated can be revoked.

Note: the fields below are not case sensitive.

ID Civil Number (52 8 1) :|
Name Of Entity (Je 442) |:]
Token Number (algill 4811 4 glall a8 ) I:I
Role (o451 2) —
Custome () I

v" Card(Token) serial number will be appear to you, choose card(Token) you want to disabled

v" Then, system will ask you to answer your security question that you chooses during token
Activation.

v' If you can’t remember the answer for the security questions then you need to contact NDCC
team on telephone number: 24166440 or email: pki@mtc.gov.om
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Case 2:if you lost your token in somewhere, and you are warry if someone find it
and can use it if PIN code shared with other. (If you think you can find the token,
but you want to temporarily suspend any online use of the token till you find/get
the token.)

v' Open selfcare portal (https://selfcare.pki.ita.gov.om/)

v" Choose the option, (Card is Forgotten) as below

** This option will help users to disabled card for temporary (Suspension).
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Cilogleall duiai afin

olac dibly

Information Technology Authority
Sultanate of Oman

eoman

Other options may be available after inserting card, depending on card type.

A Resolve Card Problems

- Card is Lost or Stolen

- Card is Forgotten
- Card is Back

v' System will ask user to enter Civil ID number.
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Register Self-Revocation Request

") Back to main screen

Please fill at least one of the following fields to identify the card you wish to revoke.

Only cards belonging to a profile in which self-revocation is activated can be revoked.

Note: the fields below are not case sensitive.

ID Civil Number (Al a211) “

Name Of Entity (J«)) 4¢2)

Token Number (<3lgal 4.3 4, gla) 8 )

|
|
Role (i) sall) [
I

Customer (Jxl)

v" Card(Token) serial number will be appear to you, choose card(Token) serial number
you want to disabled.

v' System will ask user to answer security questions that you choose them during Token
Activation.

v' If you can’t remember the answer for the security questions then you need to contact
NDCC team on telephone number: 24166440 or email: pki@mtc.gov.om
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Case 3: To resume your suspended Card (Token) to be able to use it online
again.

v" Open selfcare portal (https://selfcare.pki.ita.gov.om/)

v" Choose the option, (Card is back) as below

eoman

ileglasll diai atia
olas dibalu

Information Techno'ogy Authority
Sultanate of Oman

Other options may be available after inserting card, depending on card type.

A Resolve Card Problems

- Card is Lost or Stolen

- Card is Forgotten
- Card is Back

v" System will ask you to enter your Civil ID number

e Intormaton T

Register Self-Revocation Request

')mmmawsﬁn

Please fill at least one of the following fields to identify the card you wish to revoke.

Only cards belonging to a profile in which self-revocation is activated can be revoked.

Note: the fields below are not case sensitive.

1D Civil Number (2 53 %)
Name O Entity (Ja3 42) 1]
Token Number (Sigidsindgansy [ ]
Role (s ss) 1

Customer (Jis)
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v" Result will be appear, if you request before to disable card or not.

Case 4: if you enter PIN code for Token three time wrongly, and token is blocked.

v" Open selfcare portal (https://selfcare.pki.ita.gov.om/)
v" Insert your token in laptop
v" Choose Card Unlock (In case your card is locked)

Cilogleall driai diym

olac dihlu

Information Technology Authority
Sultanate of Oman

A Resolve Card Problems

- Cardis Lost or Stolen

- Card Unlock (In case your card is locked)

- Card is Forgotten
- Card is Back

, Change Information

- Change PIN
- Change Questions and Answers
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v' System will ask user to answer security questions that you choose them during Token
Activation.

** If you aren’t able to remember your security questions, please contact Technical team

on: Pki@mtc.gov.om or PkiSupport@mtc.gov.om

Case 5: if you Want to change your Token PIN code.
v" Open selfcare portal (https://selfcare.pki.ita.gov.om/)
v" Insert your token in laptop.

v' Go to change information section.

v" Choose, change PIN

e A loglaall dusi dla
3 Olac aiblu
- < Au
o # Oman
e amee Suanete of Om

A Resolve Card Problems

- Card is Lost or Stolen

- Card Unlock (In case your card is locked)

- Card is Forgotten
- Card is Back

, Change Information

- Change PIN
- Change Questions and Answers

v" System will ask you to enter your Current PIN code, and New PIN code
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PIN Change

4) Back to main screen

@ You are about to modify the PIN of your card. This PIN should respect the security policy of your
organization.

Please enter your current PIN and the new PIN according to the following rules:
= Minimum Length: 6

+ Maximum Length: 6

* Minimum Number of Unique Characters: 3
= Only Allow Numeric Characters
= Forbid Sequences

PIN Change
P—
PIN jon [ |

Case 6: if you Want to change your Security questions.

v Open selfcare portal (https://selfcare.pki.ita.gov.om/) v Insert your token in laptop.

v" Go to change information section, and choose change security questions
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A Resolve Card Problems

- Card is Lost or Stolen

- Card Unlock (In case your card is locked)
- Card is Forgotten
- Card is Back

I Change Information

- Change PIN
- Change Questions and Answers

oty
UlogleoJl duidig UULIUlg Jaul 6yljg
Sultanate of Oman

Ministry of Transport, Communications and
Information Technology

Diloglzall dpiai dim

Olac diblu

Information Technology Authority
Sultanate of Oman
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Thank You for Using NDCC
Services
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